
UBND TiNH HA GIANG CONG HOA xA HOI CHU NGHiA VIET NAM
SOGIAO THONG V~TAI . D(}cI~p - l\r do - H~nh phiic .

S6: ':{l///QD-SGTVT Ha Giang, ngay 8 thang4Jnam 2016

QutiITDJNH
Ban hanh Quy ch~ dam bao an toan, an ninh thong tin

trong linh VlfC ll'ng dung Cong ngh~ thong tin

GIAM DOC SO GIAO THONG V~N TAI HA GIANG

Can cu Luat Cong nghe thong tin ngay 29 thang 6 nam 2006;
Can cu luat An toan thong tin mang ngay 19 thang thang 11nam2015;
Can cu Nghi dinh s6 64/2007 /NB-CP ngay 10 thang 4 nam 2007 cua Chinh phu

vS viec (mg dung cong nghe thong tin trong heat dong ca quan Nha mroc;
Can cu Nghi dinh s6 72/2013/NB-CP ngay 15 thang 7 nam 2013 cua Chinh phu

vS quan ly, cung cfip, su dung dich vu internet va thong tin tren mang;
Can cu Chi thi s6 03/2007 /CT-BBCVT ngay 23 thang 02 nam 2007 cua B(>Buu

chinh, ViSn thong vS viec tang cuong dam bao an ninh thong tin tren mang internet; ·
Can cu Quyetdinh s6 20/2008/~B-BTTTT ngay 9 thang 4 nam 2008 cua B(>

Thong tin va Truyen thong vS Ban hanh Danh muc tieu chuan vS (mg dung Cong nghe
thong tin trong ca quan nha mroc;

Can cu Quyet dinh s6 1374/QD-UBND ngay 29 thang 8 nam 2016 cua UBND
tinh Ha Giang vS viec Ban hanh Quy chS bao dam an toan, an ninh thong tin trong
hoat d(>ng(mg dung Cong nghe thong tin.

Xet dS nghi cua Chanh Van phong Sa Giao thong van tai,

Q_UYETDJNH:

Di~u 1. Ban hanh kem theo Quyet dinh nay Quy chS bao dam an toan, an ninh
thong tin trong heat d{)ng (mg dung cong nghe thong tin tai cac Phong, ban chuyen
mon va cac don vi tnrc thuoc Sa Giao thong van tai.

Di~u 2.QuySt dinh nay co hieu li;rc-kS tu ngay ky.
Di~u 3. Chanh Van phong Sa, Truong cac phong, ban chuyen mon, don vi sir

nghiep true thuoc Sa va cac ca nhan co lien quan chiu trach nhiem thi hanh Quyet
dinh nay.'.

Nui nhiin:
-Nhu ctisu 3;
- SoNoi vu;
- Sa Thong tin va Truyen Thong;
- Lanh dao so;
- Truong cac phong, ban, don vi true thuoc;
- Luu VT, VPet-



UBND TiNH HA GIANG
SO GIAO THONG V4N TAI

C(>NGHOA xA H(>I CHU NGHiA VItT NAM
D{)cl~p - T11 do - H~nh phuc

QUYCHE
Dam bao an toan, an;.mnh thong tin trong Iinh V\fC

irng dung Cong ngh~ thong tin
(Ban hanh kem theo Quyit dinh s6 711IQD-SGTVT ngay 8 thdng 12 ndm 2016 cua

Sa Giao thong v(m tai)

CHUONG I
QUY DJNH CHUNG

Di~u 1. Pham vi di~u chinh.
Quy chS nay quy dinh vS rn?idung, bien phap dam bao an toan, an ninh

thong tin trong linh vuc (mg dung Cong nghe thong tin (sau day goi t~t la CNTT)
phuc vu cho cong tac diSuhanh va quan ly hanh chinh nha mroc cua Sa Giao thong
v~n tai tinh Ha Giang.

Di~u 2.l>BitU'<}'ngap dung,
Quy chSnay duce ap dung voi tftt ca cac phong, ban va cac don vi sir nghiep

thuoc Sa Giao thong van tai tinh Ha Giang.
Di~u 3.Giai thich tir ngfr.
Trong Quy chSnay, cac tu ngfr duoi day duce hieu nhu sau:
1. Can b(>chuyen trach CNTT (CBCT CNTT): La can b(>ky thuat hoac can

b(>quan ly co chuyen mon vS linh virc CNTT, true tiSp tham muu cho Hinhdao
khai thac, quan ly va thirc hien cong tac img dung CNTT tai ca quan, don vi, bao
dam ky thuat va an toan, an ninh thong tin cho viec khai thac, van hanh h~thong.

2. Tinh tin cay: dam bao thong tin chi co thS duce truy cap boi nhimg nguoi
diroc cftpquyen su dung,

3. Tinh toan ven: bao v~ sir chinh xac va d§.ydu cua thong tin va cac phuong
phap xu ly.

4. Tinh s~n sang: dam bao nhfrng ngiroi duoc cftp quyen co thS truy c~p
thong tin va cac tai san lien quan ngay khi co nhu c&u.

5. An toan, an ninh thong tin (ATANTT): bao g6m cac hoat dong, nghiep vu
va k)' thuat d6i voi h~ thong thong tin nham bao V~, khoi phuc cac h~ thong, cac
·dich vu va n(>idung thong tin d6i voi nguy ca tu nhien hoac do con nguoi gay ra.
Viec bao v~ thong tin, tai san va con nguoi trong h~ thong thong tin nham bao dam
cho cac h~ thong thirc hien dung chirc nang, phuc vu dung df>itirong, tinh S~nsang
cao voi yeu c&uchinh xac va tin cay. An toan, an ninh thong tin bao ham cac noi
dung bao v~va bao mat thong tin, an toan du lieu cua may tinh va an toan mang.

6. TCVN 7562:2005: Tieu chuan Viet Nam vSma thirc hanh quan ly an toan
thong tin.



7. ISO 17799:2005: Tieu chuan qudc tS cung cftp cac huong d&nquan ly an
toan, bao m?t thong tin dira tren nhfrng quy pham cong nghiep t6t nhftt (t?p quy
pham cho quan ly an toan bao mat thong tin).

8. ISO 27001:2005: tieu chuan qu6c tS vS quan ly bao m?t thong tin do T6
chirc Chftt hrong Quoc tS va H9i d6ng Dien tu Quoc tS xuftt ban vao thang
10/2005.

Chuong II
N(H DUNG BAO DAM AN TOAN, AN NINH THONG TIN

Di~u 4. Cac bi~n phap quan ly ky thu~t co ban cho cong tac an toan, an
ninh thong tin.

1. T6 chirc mo hinh mang: Cai d?t, cftu hinh, t6 chirc h~ thong mang theo mo
hinh Clients/Server, han chS SU dung mo hinh mang ngang hang. Khi thiSt l?p cac
dich vu tren moi tnrong mang Internet, chi cung cftp nhimg clurc nang thiet ySu
nhftt bao dam duy tri hoat dong cua h~ thong thong tin; han che SU dung chirc nang,
cong giao tiep mang, giao thirc va cac dich vu khong cfin thiSt.

2. Quan ly h~ thong mang khong day: dinh ky 3 thang thay d6i m?t kh~u
nham tang cirong cong tac bao m?t.

3. T6 chirc quan ly tai khoan: Cac tai khoan va dinh danh ngiroi dung trong
h~ thong thong tin, bao g6m: tao moi, kich hoat, sira d6i va loai bo cac tai khoan,
d6ng thoi t6 chirc kiern tra cac tai khoan cua h~ thong thong tin it nhftt 6 thang 1
lfin thong qua cac cong cu cua h~ thong. Huy tai khoan, quyen truy nhap h~ thong
thong tin, thu h6i lai tfit ca cac tai san lien quan toi h~ thong thong tin (kh6a, the
nhan dang, thu muc luu trfr,...) d~i. v6i can bo, cong chirc, vien chirc da chuyen
cong tac, cham dill hop d6ng lao dong.

4. Quan ly dang nhap h~ thong: Cac h~ thong thong tin cfin gioi han s6 lfin
dang nhap vao h~ thong. H~ thong tu dong kh6a tai khoan hoac co l?p tai khoan
khi lien tuc dang nhap sai virot qua s6 lfin quy dinh. T6 chirc theo doi, giam sat tftt
ca cac phuong phap dang nhap tu xa (quay s6, internet, ...), nhftt la cac dang nhap
co chirc nang quan tri, tang cirong viec SU dung mang rieng ao (VPN - Virtual
Private Network) khi co nhu cfiu lam viec tu xa; yeu cfiu nguoi sir dung d?t m?t
khftu voi d9 an toan cao, giam sat, nhac nho khuyen cao nen thay d6i thirong xuyen
m?tkh~u.

5. Quan ly Logfile: H~ thong thong tin cfin ghi nhan cac sir kien: qua trinh
dang nhap vao h~ thong, cac thao tac cftu hinh h~ thong, Thuong xuyen kiSm tra,
sao luu (backup) cac logfile theo tirng thang dS luu vSt theo doi, xac dinh nhfrng sir
kien da xay ra cua h~ thong va han e1lS viec tran -logfile gay anh huong dSn hoat
dong cua h~ thong,

6. Chong ma d{)c,virus: Lira chon, trien khai cac phan mem chong virus, thu
rac tren cac may chu, cac thiSt bi di dong trong mang va nhirng h~ thong thong tin
xung ySu nhu: cong thong tin dien tu, thu dien tu, mot cira dien tu, ... dS phat hien,
loai trir nhirng doan ma d{)chai (Virus, trojan, worms, ...) va h6 tro nguoi SU dung
cai d?t cac phfin mem nay tren may tram. Thirong xuyen c?p nhat cac phien ban
(Version) moi, cac ban va 16i cua cac phan mem chong virus dS bao dam chuong



trinh quet virus cua ca quan tren cac may chu, may tram luon duce c~p nh~t moi
nhat, thiSt l~p chS d9 quet tlnrong xuyen it nhftt la hang tuan,

7. T6 chirc quan ly tai nguyen: KiSm tra, giam sat chirc nang chia se thong
tin (Network File and Folder Sharing); Tb chirc d.p phat tai nguyen tren may chii
theo danh muc, thtr muc cho tirng phong, ban va don vi tnrc thuoc; khuyen cao
ngiroi SU dung can nh~c viec chia se tai nguyen C\lCbQ tren may dang SU dung,
tuyet d6i khong duce chia se toan b9 6 cirng. Khi thirc hien viec chia se tai nguyen
tren may chu hoac tren may C\lCb9 nen SU dung m~t kh§.u dS bao v~ thong tin.

8. Cac bien phap kY thuat bao dam an toan cho Trang thong tin dien tu/
Cong thong tin dien tU (goi t~t la trang web):

a) Xac dinh cciu true thiSt kS trang web: Quan ly toan b9 cac phien ban cua
ma nguon, phoi hop voi d011-vi thuc hien dich vu hosting t6 clnrc mo hinh trang
web hop ly tranh kha nang tcin cong leo thang d~c quyen. Yeu cfiu don vi cung cftp
dich vu hosting phai cai d~t cac h~ thong phong v~ nhu nrong hra (firewall), thiet
bi phat hien/phong chong xam nhap (IDS/IPS) a rmrc img dung web (WAF-Web
Application Firewall).

b) V~n hanh irng dung web .an-toan: Cac trang web khi dua vao sir dung
hoac khi b6 sung them cac chirc nang, dich vu cong moi cfin lien h~ voi cac t6
chirc an ninh mang danh gia kiSm dinh nham tranh diroc cac 16i bao m~t thirong
xay ra tren irng dung web.

c) ThiSt lap va cciuhinh ca sa dtr lieu an toan:
- Luon c~p nhat ban va 16i moi nhat cho h~ quan tri ca so dfr lieu; SU dung

cong cu dS danh gia, tim kiem 16hong tren may chu ca sa dfr lieu;
- Ga bo cac ca sa dfr lieu khong SU dung;
- Co cac ca chS sao luu du lieu, tai li~u hoa qua trinh thay d6i cciutrue b&ng

each xay dung nhat ky CSDL voi cac n()i dung nhu: noi dung thay d6i, ly do thay
d6i, thoi gian, vi tri thay d6i, ...

d) Ph6i hop voi cac nha cung ccipdich vu hosting xay dung phirong an phuc
h6i trang web, trong do chu y m6i thang thuc hien viec backup toan b9 n()i dung
trang web 1 lfin bao g6m ma nguon, ca sa dfr lieu, dir lieu phi cciu true, ... dS bao
dam khi co su c6 co thS khac phuc lai ngay trong vong 24 gio.

9. ThiSt l~p ca chS sao luu va phuc h6i may chu, may tram.
10. Xu Iy khan cftp: Khi phat hien h~ thong bi tftn cong, thong qua cac dftu

hieu nhu luong, tin (traffic) tang len bcit ngo, n()i dung trang chu bi thay d6i, h~
thong hoat dong rcit cham khac thuong, ...cfin thirc hien cac buoc ca ban sau:

a) Biroc 1: Ng~t k@tn6i may chu ra khoi mang,
b) Buoc 2: Sao chep Iogfile va toan b9 du lieu cua h~ thong ra thiet bi luu

trfr (phuc vu cho Cong tac phan tich).
c) Buoc 3: Khoi phuc h~ thong bang each chuyen dtr lieu backup moi nhat

dS h~ thong hoat d()ng.
d) Biroc 4: Khi phat hien sir c6 phai bao ngay voi ca quan cftp tren va b9

phan chuyen trach CNTT dS kip thoi ngan chan, xir ly. ·



l>i~u 5. Cac bi~n phap quan ly v~n hanh trong cong tac an toan, an ninh
thong tin.

1.D6i voi cac CO'quan, don vi:
a) Ph6 biSn, hirong dfinthirc hien cac quy chS chung lien quan dSn cong tac

(mg dung CNTT da diroc UBND tinh ban hanh nhu Quy chS quan ly, sir dung h~
thong thu di~n tu tinh Ha Giang; Quy chS heat d()ng cong Thong tin dien tu tinh
Ha Giang,...

b) KiSmtra viec thuc hien cac n()idung cua DiSu4 Quy chSnay.
c) T6 chirc dao tao tai don vi hoac cu can bo tham gia cac 16pdao tao dS

trang bi cac kien thirc vS an toan thong tin ca ban cho can bo, cong chirc, vien clnrc
tnroc khi cho phep truy nhap, van hanh, khai thac va SU dung h~ thong thong tin. .

d) Xac dinh va phan b6 kinh -phi chi thirong xuyen c~n thiet cho cac heat
dong lien quan dSn viec bao v~ h~ thong thong tin, thong qua viec d~u tu cac thiet
bi tuong hra, cac chuong trinh chong Spam,Virus tren cac may tram, may chu,...

2. D6i voi can b()chuyen trach CNTT:
a) TriSnkhai, thirc hien cac n()idung cua DiSu4 Quy chSnay.
b) Tham muu chuyen mon va van hanh an toan h~ thong thong tin cua don

vi, trien khai cac bien phap bao dam an toan, an ninh thong tin cho t~t ca can b9,
cong chirc, vien chirc trong don vi minh.

c) N~m virng va thirc hien nghiem tuc Phap lenh bao v~ bi m~t Nha Nurre
ngay 28/12/2008. Thirong xuyen tu c~p nhat cac kiSn thirc vS an toan, an ninh
thong tin, nguy CO'tiem ~n co thS gay mat mat thong tin va cac bien phap phong
tranh khi tiSnhanh cac hoat d9ng quan ly hay ky thuat nghiep vu.

d) Thuc hien viec danh gia, bae-cao cac rui ro va rmrc d()nghiem trong cua
cac rui ro d6. Cac rui ro do co thS xay ra do S\I truy c~p trai phep, SU dung trai
phep, m~t, thay d6i hoac pha huy thong tin va h~ thong thong tin.

e) Ph6i hop chat che voi ca quan Cong an trong cong tac phong ngira, d~u
. tranh, ngan chan cac hoat d()ngxam pham an toan, an ninh thong tin.

3. D6i voi can b(),cong chirc,vien chirc:
a) Thuong xuyen cap nhat nhtrng chinh sach, thu tuc an toan thong tin cua

don vi ding nhu thuc hien nhtrng huong dfinvS an toan, an ninh thong tin cua can
bQchuyen trach nhir mot phan cua Congviec,

b) Han chSviec su dung chircnang chia se tai nguyen (sharing), khi su dung
chirc nang nay c~n b~t thuoc tinh bao mat bang m~t khau va thirc hien viec thu h6i
chirc nang nay khi da SU dung xong.

c) Cac may tinh khi khong SU dung trong thoi gian dai (qua 2 gio lam viec)
c~n t~t may hoac ngung kSt n6i mang, dS tranh bi cac hacker loi dung, SU dung
chirc nang diSu khien tu xa dung may tinh cua minh t~n cong vao cac h~ thong
thong tin khac,

d) Su dung chirc nang ma h6a a rmrch~ dieu hanh bao dam cac du lieu nhay
cam nhu tai khoan, mat khau, cac t~p tin van ban,... diroc ma h6a tnroc khi truyen
tren moi tnrong mang. Cac t~p tin giri dinh kem boi thu dien tu hoac duoc tai
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xuong tu Internet hay cac thiet bi hru trfr g~n vao h~ thong cfin diroc kiem tra dS
phong chong my nhi~m virus hoac phan mem gian diep gay mfit mat thong tin.

Chuong III
TAACH NHI¥M DAM BAO AN TOAN, AN NINH THONG TIN
Di~u 6. Trach nhiem ciia Lanh dao don vi.. . .
1.Thu tnrong cac ca quan, derrvi eo trach nhiem thuc hien DiSu 6 va DiSu 7

cua quy chS nay va chiu trach nhiem toan dien tnroc UBND tinh trong cong tac
bao v~ an toan h~ thong thong tin cua don vi.

2. Khi co sir c6 hoac nguy ca mfit an toan thong tin, kip thoi ap dung moi
. bien phap dS kh~c phuc va han che thiet hai; uu tien SU dung Ive hrong ky thuat an
ninh thong tin cua don vi va l~p bien ban bao cao bang van ban cho ca quan Sa
Giao thong van taiva Sa Thong tin va Truyen thong. Truong hop co srr c6 nghiem
trong virot qua kha nang khac phuc cua don vi, phai bao cao ngay cho Sa GTVT
va Sa Thong tin va Truyen thong dS cung ph6i hop XU Iy,

3. T?O dieu kien thuan loi cho cac ca quan chirc nang tham gia kh~c phuc SlJ

c6 va tlnrc hien dung theo hirong d~n.
4. Ph6i hop voi Doan kiSm tra dS trien khai cong tac kiSm tra, khac phuc su

c6 diroc nhanh chong va dat hieu qua; d6ng thoi cung c~p dfiy du cac thong tin khi
Doan kiem tra yeu _cfiuxuat trinh.

Di~u 7. Trach nhiem ciia can bq cong clnrc, vien chirc trong cac CO'

quan, don vi quan ly hanh chinh nha mnrc.
1. Nghiem chinh chap hanh cac quy chS n(>ib(>,quy trinh vS an toan, an ninh

·thong tin cua Sa ciing nhu quy dinh khac cua phap luat, nang cao y thirc canh giac
va trach nhiern bao dam an toan, an ninh thong tin tai don vi

2. Khi phat hien su c6 phai bao ngay voi ca quan cfip tren va b9 phan
chuyen trach CNTT dS kip thoi ngan chan, xir ly.

3. Huong irng, tham gia cac chuong trinh dao tao, h(>inghi vs an toan, an
ninh thong tin do cac c~p t6 clnrc,

4. Thirong xuyen kiem tra, ra soat thay d6i mat khau ca nhan cac h~ thong
nhu: Thu di~n tu cong vu, H~ thong diSu hanh quan ly van ban ...

GlmO'ng V
KHEN THUONG, XU LY VI PH~M

Di~u 8. Khen thufrng
Cac phong, ban, don vi tnrc thuoc; can b(>,cong chirc, vien chtrc va nguoi

. lao dong thirc hien t6t Quy chs nay dem lai hieu qua thiet thirc se duce xem xet
danh gia khen thuong.

Di~u 9. Xfr ly vi pham
Cac phong, ban, don vi tnrc thuoc; can b(>,cong chirc, vien chirc va nguoi

lao dong co hanh vi vi pham quy chS nay thi tuy theo tinh ch~t, rmrc d9 vi pham
ma bi XU ly ky luat theo trach nhiem, XU phat hanh chinh hoac bi truy ciru trach
nhiem hinh sir. NSu gay thiet hai thi phai b6i thirong theo quy dinh cua phap luat
hien hanh.
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Cfnrong VI
DIEU KHO AN THI HANH

l>i~u 10.Cac phong, ban va don v] co lien quan tri~n khai thuc hi~n Quy
ch~ nay.

Trong qua trinh thuc hien m~uco phat sinh kho khan, vu6ng mite c~n sira
d6i, b6 sung cac phong, ban, don vi kip thoi bao cao vs Van phong so dS t6ng hop
trinh Lanh dao so xem xet, giai quySttt

KT. GIAM DOC


