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Poc lap — Tw do — Hanh phuc

$6:280/TB-SGTVT
V/v Théng béo phat hién, ngan Ha Giang, ngay 29 thang 11 nam 2017
chan ma doc “dao” tién 40 bat

hop phap

Kinh giti: Cac Phong, Ban va cac don vi trwe thuge.

Ngay 22 thang 11 nim 2017, S& Giao thong van tai nhan duoc cong van sb
608/STTTT-CNTT cta s& Thong tin va Truyén thong vé viéc Thong béo phat
hién, ngan chin ma doc “dao” tién 4o bét hop phap. D& dam bao an toan thong tin
trong hoat dong cia co quan nha nudc, dé nghi bé phan chuyén trach cong nghé
thong tin trién khai mét s6 ndi dung nhu sau:

1. B phan chuyén trach cong nghé thong tin (CNTT) c¢6 trach nhiém hudng
dan, hd tro, ca'}c phong, ban, don vi thue hién V,iéC kiém tra, ra soat loai bo cac /__,
doc trén hé thong may tinh, khac phuc céac su ¢6 va dam bao an toan, an ninh thon:
tin trong trong co quan.

2. Kiém tra, ra so4t ma ngudn g dung dé phat hién cac ma doc duogc ch VAN 1/
vao.Kiém tra 16 hong trén may chu, 16 hdng website, kidm tra ra soat cac tii khoa*‘m X oy
va c4c dia chi c4 nhan c¢6 quyén thay d6i ma ngudn.

Déu hién nhan biét bj thiét bi nhiém ma doc: M4 nguén Website xuat hién
caic tr khoa “coinhive.com”, ‘“coinhive”, “coin-hive”, coinhive.min.js”,

b1

:authedmine.com”, “authedmine.min.js.

3. Trién kha1 céc bién phdp nhim ngin chin viéc chay cac doan ma ddc trai
phép “coinhive” trén cac may tinh nhu sau:

- Thyc hién gidm sat va g& bo, xar ly cac mdy tinh trong mang c6 xuét hién
cac két ndi dén cac dia chi tén mién sau: afiminer.com, coin-hive.com,
coinerra.com. coinhive.com, coinnebula.com, crypto-loot.com, hashforcash.us,
jescoin.com, ppoi.org, authedmine.com;

- Su dung tudng lra d&& ngin chin cac két ndi ra cac dia chi sau:
afminer.com,

Hashforcash.us, jescoin.com, authedmine.com;

- Ra quét, kiém tra hé thong dé tim ra va loai b6 cac doan ma c¢ trong cac
phan mém m& rong “add-on” cua céc trinh duyét web;

- H3 trg nguoi dung cai dit cac tién ich m& réng: “No coin Chrome” hay
“MinerBlock” d6i véi Chrome; cai dit “Noscripts” cho Firefox.




4. Hudéng dan nguoi dung kiém tra hiéu sut st dung CPU cua mady tinh
bang céc tmg dung nhu windows Task Manager va Resource Monitor.

5. Thudng xuyén kiém tra va quét 15 héng ton tai trén cac hé théng dé phat
hién kip thoi su xuét hién cta céc doan ma ddc hai. Trong truong hop phat hién ra
cac 16 hdng, 1ap tirc trién khai khic phuc bang cach cp nhét cac ban va bd sung va
loai bd cac chuong trinh ddc hai.

Trong qua trinh trién khai thuc hién cac Phong, ban va céc don vi gap su cd
vé tan cong khan cdp, khéng giai quyét dugc phai bao ngay vé Vin phong s tong
hop, xin y kién va kip thoi tim cach khéc phuc va xi 1y.

Dé nghi cac Phong, ban va cac don vi trién khai thuc hién./.
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