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Kinh giri: Cac Phong, Ban va cac don v] true thuqc.

Ngay 22 thang 11 nam 2017, Sa Giao thong van tai nhan diroc cong van s6
608/STTTT-CNTT cua sa Thong tin va Truyen thong vS viec Thong bao phat
hien, ngan chan ma d(k "dao" tiSn ao b~t hop phap. E>Sdam bao an toan thong tin
trong hoat d()ng cua CO' quan nha mroc, dS nghi b9 phan chuyen trach cong nghe
thong tin trien khai mot s6 n9i dung nhu sau:

1. B9 phan chuyen trach cong nghe thong tin (CNTT) co trach nhiem hirong
d~n, h6 tro, cac phong, ban, don v!tla~_c hien viec kiSm tra, ra soat Ioai bo cac mff
d()c tren h~ thong may tinh, khac phuc cac su c6 va dam bao an toan, an ninh tho
tin trong trong ca quan.

2. KiSm tra, ra soat ma nguon ting dung dS phat hien cac ma doc diroc ch

va cac dia chi ca nhan co quyen thay d6i ma nguon.

D~u hien nhan biSt bi thiet bi nhiem ma d()c: Ma nguon Website xuat hien
cac tir kh6a "coinhive.com", "coinhive", "coin-hive", coinhive.min.j s",
:authedmine.com", "authedmine.min.j s.

3. TriSn khai cac bien phap nh~m ngan chan viec chay cac doan ma d()c trai
phep "coinhive" tren cac may tinh nhu sau:

- Thirc hien giam sat va ga bli, ~u ly cac may tinh trong mang co xuat hien
cac kSt n6i dSn cac dia chi ten miS.n sau: afiminer.com, coin-hive.com,
coinerra.com. coinhive.com, coinnebula.com, crypto-loot.com, hashforcash.us,
jescoin.com, ppoi.org, authedmine.com;

- Su dung nrong lira dS ngan chan cac kSt n6i ra cac dia chi sau:
afminer. com,

Hashforcash.us, jescoin.com, authedmine.com;

- Ra quet, kiem tra h~ thong dS tim ra va loai bo cac doan ma co trong cac
phan mem ma rong "add-on" cua cac trinh duyet web;

- H6 tro ngiroi dung cai d?t cac tien ich ma rong: "No coin Chrome" hay
"MinerBlock" d6i voi Chrome; cai d?t "Noscripts" cho Firefox.



4. Huong d~n ngiroi dung kiern tra hieu su~t SU dung CPU cua may tinh
bang cac irng dung nhu windows Task Manager va Resource Monitor.

5. Thirong xuyen kiSm tra va quet 16hong t6n tai tren cac h~ thong dS phat
hien kip thoi sir xufit hien cua cac doan ma d9c hai. Trong tnrong hop phat hien ra
cac 16h6ng, l~p tire trien khai khac phuc bang each c~p nhat cac ban va b6 sung va
Ioai bo cac chuong trinh d~ch~i.

Trong qua trinh trien khai thirc hien cac Phong, ban va cac don vi g~p sir c6
vs tfin cong kh~n cap, khong giai quyet duoc phai bao ngay vs Van phong so t6ng
hop, xin y kiSn va kip thoi tim each kh~c phuc va XU ly.

DS nghi cac Phong, ban va cac don vi triSn khai thuc hien.',
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